


Although the 
industry has settled 
on the term ‘SIEM’ 
as the catch-all 
term for this type 

it evolved from 

technologies that 
came before it.
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 A rose by any other name

This document is intended to include general information for beginners learning about security information and event management (SIEM). Use of names of third 
party companies in the document are for informational purposes only and do not constitute any endorsement by AT&T Cybersecurity.



• LMS “Log Management System”

systems, applications, and more) from multiple hosts and systems into a single location, allowing 

centralized access to logs instead of accessing them from each system individually.

• SLM /SEM “Security Log/Event Management” – An LMS, but marketed towards security analysts 

• SIM “Security Information Management” – An asset management system, but with features to 

incorporate security information. Hosts may have vulnerability reports listed in their summaries, 

and intrusion detection and antivirus alerts may be shown mapped to the systems involved.

• SEC “Security Event Correlation”

peculiar sequence of events worthy of investigation, and log correlation (looking for patterns in log 

• SIEM “Security Information and Event Management” – SIEM is the “all of the above” option. As the 

above technologies merged into single products, SIEM became the generalized term for managing 

information generated from security controls and infrastructure. We’ll use the term SIEM for the rest 

of this presentation.
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We may think of security controls as containing all 

the information we need to be protected, but they 

within them.

positive from true detection or the actual attack 

Successful system attacks rarely look like real 

case, we could automate all security defenses 

without ever needing to employ human analysts.

Attackers will try to remove and falsify log entries 

to cover their tracks. Having a trusted source of 

log information is vital to record keeping as to 

issues that may arise relating to system misuse.

 

 and 

 What’s in the logs?!



The blind men and the 

SIEM is about looking at what’s happening on your 

network through a larger lens than can be provided 

via any one security control or information source.

• Your intrusion detection only understands 

• 

and hosts.

• 

• 

None of these by themselves can tell you what is 

happening in terms of securing the continuity of 

your business processes and your business …

But together, they can.



 

security controls.

 

be analyzed and cross-referenced from a single interface.

SIEM is only as useful as the information you put into it.

SIEM
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machine “BOBPC1” is likely still compromised. 



Log collection is the heart and soul of a SIEM. The 

more log sources that send logs to the SIEM, the 

more that can be accomplished with the SIEM.

But logs on their own rarely contain the 

information needed to understand their  

 

 

sees is “connection from host A to host B.” 

Yet to the system administrator, this becomes 

“daily activity transfer from point of sales to 

accounts receivable.” The security analyst needs 

this information to make reasoned assessment  

of any security alert involving this connection. 

Security analysts’ limited bandwidth can make it 

operation depends on, but the true value of logs 

is in correlation to get actionable information. 

More on correlation later.



 SIEM recipes

• Intrusion detection

• Endpoint security (antivirus, etc.)

• Data loss prevention

• VPN concentrators

•

• Honeypots

• Firewalls

• 

• Locations

• Owners

• Network maps

• Vulnerability reports

• 

• Routers

• Switches

• Domain controllers

• Wireless access points

• Application servers

• Databases

• Intranet applications

• Business process mappings

• Points of contact

• Partner information
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other to identify patterns of behavior invisible to individual devices.

should not 

The power of correlation



and . . .

The beauty of 



Your network generates vast amounts of log data–a Fortune 500 enterprise’s infrastructure can generate 

even try this. Even if you succeeded, you’d be so bored you’d never actually spot anything even if it was 

right in front of your face. Which it would be.

Log correlation lets you locate the interesting places in your logs, and that’s where analysts start 

the trail of evidence warms up.

Being able to search through the rest of those logs for that one thing they suspect resides there is one of 

the other key functions of a SIEM.

It’s a good thing a SIEM is fundamentally a…

Slow cook for 8 hours



…giant database of logs.

It would be amazingly useful if every operating system and every application in the world 
recorded their log events in the same format. They don’t. Most logs are written to be 
readable by humans, not computers.

from the machine’s point of view.

normalized format.

So when you see a SIEM product that talks about “how many devices it supports” it’s talking 
about how many devices it can parse the logs from.



Searches, pivoting, and cross-correlation

Breaking log entries down into their components, normalizing them, is what allows us to 
search across logs from multiple devices and correlate events between them.

events, across time periods, and across device types.

Just as with any database, event normalization allows the creation of report summarizations 
of our log information.



But wait, 

• A SIEM is a recording device for the systems 

that form your information infrastructure.

• A SIEM allows you to give analysts access 

to information from these systems 

without giving them access to the systems 

themselves.

• Event correlation allows you to encode 

security knowledge into automated searches 

across events and asset information, to 

alert on things happening within your 

infrastructure. This creates a starting point 

for human analysis into the sea of log data.

But to keep up with today’s threat landscape, you 


